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BHIB - helping you to manage your risks
This risk management bulletin has been designed to provide you with lots of
helpful risk management advice, helping you to protect your council’s members
of the public.
You’ll find information on common risks that local councils are facing today,
from managing contractors and maintenance programmes, through to tree
management and playground equipment, our guide aims to help you identify
and prevent any accidents and claims from arising.
Free risk management guidance

Other risks for consideration

While you’ll find lots of top tips on how to
reduce your risks within this guide, as a BHIB
policy holder, you are also entitled to receive
access to a wide range of services through
Aviva Risk Management Solutions, completely
free of charge:

Outside of the more common risks, we
recognise that there are other products that
local councils could benefit from but don’t
always get considered.

Risk Advice Helpline – a source of qualified
advice that can help with all your risk
management needs
Call 0345 366 6666
Email: riskadvice@aviva.com
Aviva Risk Management Solutions
online service – instant access to industry
specific risk management guidelines, Loss
Prevention Standards, tools and templates:
https://www.aviva.co.uk/risksolutions/

Within this brochure you’ll therefore find
information on these risks to help you make
a more informed decision when it comes to
getting the peace of mind you need.

Building Valuations
It is estimated that up to 85% of all commercial properties are underinsured*,
with the consequences meaning the amount of any claim you make will be
impacted. It is important therefore to get professional advice through your
broker or valuation expert to make sure you have the right amount of
insurance cover for your property.

Top Tips to reduce the risk:
•	Ensure you have had your property professionally valued for ‘insurance purposes’ within the last 3 years
•	Review this valuation if you have altered or extended the property
•	Ensure your insurance cover has been based on the cost to rebuild your property rather than market value
•	Ensure you have factored in costs for gates/fences, car parking areas in your calculations
•	Consider increased costs if your property is a listed building i.e. time and cost of repairs/rebuilds are
likely to be increased
•	Ensure costs of professional fees such as an architect or surveyor have been factored in
•	Ensure you have factored in costs such as site clearance or access – particularly where your property
might need, for example, a crane or heavy plant to help with remedial work as a result of a claim
• Review this if you are VAT registered
*Source: Barrett Corp & Harrington

Maintenance Programmes
Good, well-planned servicing and maintenance programmes enhance the overall
risk management proposition of any organisation. Conversely, poor servicing
and maintenance can result in equipment failures, shortfall in production and
ultimately an impact on an organisation’s financial performance. Consequences
of poorly maintained buildings can result in falling masonry, partial building
collapse, water ingress due to poor roof conditions, or faulty drainage systems.

Maintenance programmes come under four main categories:
• Preventive
• Risk Based
• Condition Based
• Corrective (Reactive)

Top Tips to reduce the risk:
•	Maintenance should be the responsibility of a specifically named individual
•	Proactive maintenance regime will help the business operate more smoothly
•	Keep well maintained records that are easy to navigate
• Have robust follow up actions procedure in place.
A more in depth guide to implementing a successful maintenance programme can be found at:
http://broker.aviva.co.uk/documents/view/aviva_maintenance_regimes_lps.pdf

Slips and Trips
Slips and trips are the single-largest cause of accidents in public areas.
They consistently account for around 1 in 3 non-fatal major injuries in
Great Britain; an estimated total of at least 35,000 injuries per annum.
The majority of these accidents occur when floor surfaces are contaminated
or uneven. Best estimates currently put the average slip or trip claim in the UK
at approximately £7,000*.
It is important therefore to assess the risk of slips and trips in properties
owned or operated by organisations to ensure the safety of employees,
visitors, contractors etc. Similarly, anyone who is in control of premises needs
to manage the risks of slipping and tripping.

Top Tips to reduce the risk:
•	Ensure access to your area/property is well lit and in good condition
•	Where possible exterior lighting is adequate e.g. car park areas
•	Review access routes that could be affected by the weather e.g fallen leaves can make access routes to the premises
slippery. Rain or snow can be trodden in through entrances making lobbies slippery
•	Ensure interior floor surfaces are non slip and in good condition
•	Ensure all tripping hazards such as trailing cables are routed away from walkways or are covered in some way
•	Ensure suitable procedures for dealing with a spillage or dropped container quickly, effectively and efficiently
•	Ensure routine cleaning activities are carried out and records kept.

A more in depth guide to reducing the number of slips and trips can be found at:
https://broker.aviva.co.uk/document-library/files/to/top_tips_for_trips_lps_v1.0.pdf

*Source: http://www.hse.gov.uk/

Playground Equipment
Play should be fun but inevitably carries an element of risk. Most children
certainly endure a number of bumps and scrapes throughout their childhood,
but it is important that play offers children the opportunity to encounter
acceptable risks as part of a stimulating, challenging and controlled
learning environment.

Top Tips to reduce the risk:
•	Get competent advice when designing a new play area or when planning to refurbish or update an existing area
•	Establish a robust purchasing policy for new play equipment ensuring equipment is designed to current standards
i.e. EN1176
•	Carry out and record a risk assessment or review any existing assessment of the playground equipment
•	Give consideration to whether the equipment complies with the new standards or not and what action is needed to
make it comply. Establish a regular inspection and maintenance regime for play areas
•	Take into account the typical usage of the equipment and likely damage or wear and tear from previous inspection and
maintenance records
•	Make reference to accident records and reports including incidents with the potential for a more serious outcome.
Develop a prioritised action plan to address any deficiencies identified by assessments.
A more in depth guide to managing playground equipment can be found here:
http://broker.aviva.co.uk/documents/view/playground_equipment_lps_v1.0.pdf

Tree Management
The owner and/or occupier of land upon which trees stand may be held
liable for any loss or damage resulting from falling branches or from a fall of
the tree itself.
Therefore suitable procedures should be put into place to help to identify and
manage the risk. If there is any doubt about the status or ownership of land
containing trees, landowners are strongly advised to clarify the situation as a
matter of urgency. In the meantime it would be sensible to assume ownership
and responsibility and take action as necessary in order to minimise potential
future liabilities.

Top Tips to reduce the risk:
•	Secure competent advice
•	Develop a procedure to identify those trees that present the greatest risk
• Set up a regular programme of inspection
• Take remedial action as necessary
•	Keep suitable and sufficient records of all that you have done
A more in depth guide to effective Tree Management can be found at:
http://broker.aviva.co.uk/documents/view/hazardous_trees_lps_v1.0.pdf

Composite Panels
The use of composite panels within building construction has increased
significantly during the last two decades. Composite panels have been specified
as an effective way of achieving high levels of energy efficiency, whilst allowing
for a design flexibility. They are now supplied with various types of insulation
materials, differing metal finishes and various colours, some of which can
include additional fire retardant materials. However, there have been a number
of significant fire losses involving the use of combustible composite panels,
especially in industries such as food, pharmaceutical and electronic.

Top Tips to reduce the risk:
•	Ensure documented identification of panel types, insulation materials, their hazards and the location within any property
•	Ensure detailed plans of the panelling are drawn-up so contractors, maintenance employees, Fire Brigades etc. are
aware of the exact location of these combustible materials. The panels themselves should also be marked with the
insulation material
•	Panels should be completely sealed with a metal facing, and joints maintained in good condition
•	Any holes or damage to panels should require that panels are either replaced or repaired with metal caps or covers
riveted to the panel. Silicone sealant is not suitable as in a fire it shrinks away and exposes the hole
•	Whenever alterations to the buildings, machinery or operations are planned, the risks and presence of combustible
panels should be considered and a ‘Composite Panel Permit’ completed
•	Whenever work is undertaken on panels, power tools and cutting equipment must not be used.
Manual drills and snips should be used
•	Electrical and other services penetrating panels should be fitted with non-combustible, fire rated sleeves to the full
thickness of the panels. Equipment and cabling should be subjected to increased frequency of electrical testing
including thermographic inspections
•	No storage should be located in close proximity to the panels (whichever is the greater of 10 metres distance or twice
the storage height)
•	A weekly documented inspection of panels must be carried out (as part of the regular self-inspection programme) and
any holes or damaged repaired as above. Management must check the logs monthly.
A more in depth guide to Composite Panels can be found at:
http://broker.aviva.co.uk/document-library/view-document.cgi?filename=aviva_composite_panels_lps.pdf

Managing Contractors

A contractor is regarded as an individual or company who undertakes work on your behalf, but is not
an employee; such as builders, joiners, electricians, caterers etc.
A lack of control regarding the selection and use of contractors can, and does lead to property damage/losses as well
as accidents and injuries, not only to contractors but also to your own employees. Whilst recognising that contractors
can bring essential skills, they can also introduce additional hazards given that they are generally less familiar with the
workplace within which they are operating.
Accidents have resulted in both prosecutions and civil claims against the employing organisation, in addition to
the contractor. The risks attaching to or arising from the activities of contractors will vary, and the approach to risk
management should reflect this.
Contracting out a task does not mean you contract out the risk or exposure to your assets or your business activities.
Sites are most vulnerable to an incident/accident during change. The use of contractors in many cases constitutes a
change to the normal.
The attached document is intended to provide guidance for organisations in respect of the selection and management of
contractors:
http://broker.aviva.co.uk/documents/view/aviva_managing_contractors_lps.pdf

Security – Protection of
Regalia, Precious Metals
and Valuable items
Protection against loss through damage or theft of historical, valuable items,
regalia and precious metals is essential and it is important to assess how they
are protected plus the possible impact of their loss.
When considering current/future security, it can be helpful to think of it in
terms of ‘layers’ of protection, each layer needing to be overcome by thieves
before they achieve their aim. Good security is usually achieved by having a
complementary range of security measures in place at each ‘layer’ and overall.

1st Layer
Physical Security - Hindering access/removal of items has to be a priority; but protecting contents is a simpler
task than protecting a structure or items in the open i.e. Locking internal doors, perimeter fencing or creating
a specially secure inner area, e.g. safe, stockroom, store or cage.

2nd Layer
Human Surveillance - In some cases manned guarding may be appropriate, in which case ensure any
contracted guards hold Security Industry Authority (SIA) licenses.

3rd Layer
Electronic Detection - An intruder alarm is a recognised means of detecting break-ins to buildings, but to be
effective needs to have fully monitored remote signalling. Detecting theft of the building, or items in the open,
can utilise battery powered wireless alarm systems, but a more effective solution usually requires remotely
monitored CCTV.

4th Layer
Removing/Reducing Attraction - Thieves can’t steal what’s not there, so consider reducing the value at
individual sites, forensic marking, suitable notices.

5th Layer
Recovery - The police are alert to the problem and even if property is recovered, the police may be unable to
successfully prosecute those in possession of it, or return it to the true owners, without proof of ownership, so
consider taking photographs of items, this will also help in restoration/establishing values.

Crime
(aka Fidelity Guarantee insurance)
A crime loss occurs when a local council suffers loss of money and/or securities
by way of an external (3rd party) and/or internal (employee) theft.
These types of losses could include:
Internal

External

•	Stealing cash, merchandise, equipment
or materials

•	Using computers to hack into your
system and transfer funds

• Charging inactive accounts

•	Purchasing goods by way of identity
and card fraud

•	Paying bonuses to those who should
not receive them
•	Increasing amounts on cheques and
invoices after they have been paid
•	Paying invoices to companies that
do not exist
• Padding payroll and cash expenditures
• Not crediting cash payments

•	Scamming your Council using
counterfeit money
•	Stealing property and money, either
online or in person
• Telecoms and utilities theft
The consequences of Crime could lead
to large financial losses, bankruptcy and
reputational damage.

Top Tips to reduce the risk:
Internal Crime Safeguards:
• Obtain Employee references and CRB checks
• Have the appropriate Bank controls in place
•	If agency workers are used then check that the Employment Agency has adequate insurance cover
• Conduct Regular Audits
•	Establish a line of authority at your organisation, and ensure that everyone is acting responsibly
• Create an ‘Audit Trail’ for each transaction
External Crime Safeguards:
•	User education and awareness - train employees in cyber security principles
•	Lock shared documents with sensitive financial data to prevent thieves from accessing them
•	Undertake periodic crime risk assessments to uncover any vulnerabilities
•	Managing user privileges - establish effective management processes

Cyber Attacks and Data Breach
Cyber Risks include the financial losses suffered by a Local Council
after a Data Breach or unauthorised intrusion of your computer network.

Typical losses include:
•	Forensics, legal and IT
specialists expenses
• PR Consultant expenses
• Data restoration
• Business interruption
• Notification expenses
• Regulatory fines
• 3rd Party liabilities

A Data Breach or Unauthorised Network
intrusion can occur from a number of
sources including:
• Staff receiving fraudulent emails
• Viruses, spyware, malware
• Impersonating organisation in
email/online
• Ransomware
• Negligence of your own employees
We recommend you should assess
the risks to your information and
systems with the same vigour you
would for legal, regulatory, financial
or operational risks.

Top Tips to reduce the risk:
These are simple, economical steps you can take to reduce your risk of falling victim to a costly cyber attack
• User education and awareness - Train employees in cyber security principles
•	Network Security - Protect your networks from attack by Using Firewalls, Anti virus software and ensuring
the Software and Patches are kept upto date
• Incident management - Establish an incident response plan and disaster recovery capability
• Information risk management regime — formal cyber security policies or other documentation
• Monitoring - Establish a monitoring strategy and produce supporting policies
•	Malware prevention - Produce relevant policies and establish anti-malware defences
•	Home and mobile working - Develop a mobile working policy and train staff to adhere to it
•	Managing user privileges - Establish effective management processes
• Removable media controls - Produce a policy to control all access to removable media

In addition to the above, good quality risk advice is
publically available online from sites including:
https://www.getsafeonline.org/ - one of the UK’s leading
source of unbiased, factual and easy-to-understand
information on online safety
and
http://www.actionfraud.police.uk/
A central point of contact for information about fraud
and financially motivated internet crime.

General Data Protection
Regulations (GDPR)
The new data protection rules become effective on 25th May 2018, granting
more rights to data subjects, and is tied to two main concepts— specific
purpose and consent of data processing and storage.
There are potential regulatory fines of up to 4% of worldwide turnover or
EUR 20,000,000, Mandatory Notification and Compensation rights for
`Non Material` damage, which could lead to potential Distress Claim.

Key issues under the GDPR
which organisations will need
to address:
•	Accountability for the collection,
use and retention of data relating to
employees, citizens, and third parties

Steps to prepare for GDPR:
•	Raise awareness of the impacts of
GDPR within your council
• Secure an appropriate budget
• Map key data flows

•	Collection of health, genetics, crime
data and demographic information

• Undertake a compliance assessment
and gap analysis

•	Managing more onerous obligations,
higher penalties and enhanced
individual rights

•	Determine the lead supervisory
authority

•	Profiling favourable service user
identification

•	Review and draft relevant notices,
policies and procedures

• Connected devices

•	Review data breach reporting
processes

•	Fraud detection reporting and credit
reporting multi-channel marketing

•	Undertake a review of key third
party arrangements and agreements

• Use of legacy databases

•	Employ or engage a data protection
officer

•	Information security and cyber
resilience
• Data sharing and off-shoring

•	Educate and train your Councillors,
Clerks and employees

• Data profitability
•	Managing and reporting data
breaches
• Data protection officers
For more information, please visit https://ico.org.uk/for-organisations/data-protection-reform/overview-of-the-gdpr/

Legal Expenses
People are far more aware of their legal rights, with media coverage and
changes to the legal services model increasing the likelihood of a legal dispute.
Solicitors’ traditional hourly rate models and retainers have been superseded
by ‘Fixed Fee’ or ‘No win, No fee’ types of arrangement, making access to advice
and representation far more cost effective.

Typical losses from
Legal Expenses include:
•	Defence of Employment disputes,
and resulting Tribunal Compensation
Awards
• Contractual disputes with suppliers
•	Representation costs for Health &
Safety investigations
• Defence of criminal allegations
•	Representation at Disciplinary
Hearings
by a regulatory authority
•	Pursuing third parties responsible for
damage to Council property
•	Costs of evicting squatters from
premises, and other nuisance or
trespass issues
• Pursuing compensation for injury to
your employees
• Tenancy disputes with a Landlord
The costs of defence, representation,
advice and negotiation in these
circumstances can become a financial
burden, and are in addition to the
expense of time and stress. A Legal
Expenses insurance policy seeks
to remove the financial burdens
associated with certain disputes,
and provides access to a qualified
representative in the relevant field
of expertise.

Top Tips to reduce the risk:
It is important that you respond to
issues at an early stage in an effort
to resolve them, or at the very least
ensure you have a reasonable chance
of success should the matter escalate.
• C
 heck your policies - Ensure your
Health and Safety policies are up
to date
•	Procedures – Regularly update
and communicate procedures for
Employment/HR matters
•	Agreements – Ensure contracts
with suppliers are formalised/
documented
• S
 taff communication – Ensure staff
know what to do when an incident
occurs, what to say and who to
escalate the problem to
•	Take advice – Most Legal Expenses
policies provide access to a helpline
• A
 im to resolve the issue – Try not to
let the matter escalate, and be seen
to be taking steps to resolve the
issue for the other party
•	Document the issue – Meeting
notes, emails, letters and photos
help to support your case and will
become invaluable if the matter
escalates
•	Early notification – If you hold

a Legal Expenses policy, early
notification of an issue to the insurer
is essential. In most cases the insurer
will appoint a solicitor on your
behalf, and will not pay for costs
already incurred with your own legal
representative.
And finally…
•	Prospects of Success – The Legal
System operates on the premise
of having a reasonable chance of
winning or defending your case, and
the support under a Legal Expenses
policy will follow this requirement.
Following the advice above will help
towards ensuring you have a good
chance of success should your claim
progress to legal proceedings.

Other products for local councils to consider
We recognise that there are other products outside of the more common risks that
local councils could benefit from but don’t always get considered.
To help you make a more informed decision when considering your insurance
requirements, we’ve provided you with a high-level guide to the following products:
• Cyber
• Personal Accident
• Key Person

Cyber
What is it?
•	Cyber insurance protects you against
the loss of data and money through
exploitation of your computer and
online systems
Why would you consider taking the
cover?
The Government’s 2017 Cyber Security
Breach Survey found that 46% of small
and medium sized businesses have been
affected by a cyber security breach in
the last 12 months.
The Federation of Small Businesses
says cybercrime targeting small and
medium sized businesses in the UK
costs an estimated £5.26bn a year.
38% of businesses who suffered a
cyber breach reporting considerable
time taken to deal with the breach
and 23% unable to carry out day-today operations*.
In May 2018 the EU General Data
Protection Regulation (GDPR)
comes into effect. This introduces
significant fines or penalties for a data
breach and requires organisations
to take additional responsibility with
customer’s data.

Cyber insurance can provide wide
cover for both 1st and 3rd party events,
along with an emergency response
service to mitigate any incident and
guide affected organisations step-bystep.

Core cover for consideration:
•	Data breach response cover: This
is increasingly Important with the
imminent introduction of the GDPR
legislation.
It covers the costs to mitigate a
data breach as a result of a security
or system failure for data held
electronically or on paper files. Cover
can pay for consulting specialists, legal
advice, PR costs, notifying regulators
and even costs to set up help lines for
affected customers.

Additional cover available:
1st Party
•	Virus, hacking and denial of service:
Covering the repair costs to hardware,
software and websites following an
attack
• E
 xternal Cyber Crime including
CEO fraud: The financial loss due to
the theft of funds or digital assets as
a result of a breach

• B
 usiness Interruption: Cover for
loss of revenue in the event of
a cyber incident including from
events affecting outsourced service
providers
•	Theft of telecommunications
services:
Costs of unauthorised calls made
following a network breach
•	Cyber extortion: Costs to resolve
a cyber extortion demand, and
where necessary the extortion
payment itself
3rd Party
• N
 etwork security: Cover for third
party claims in relation to negligent
transmission of a virus or failure
to prevent unauthorised access to
systems that results in a denial
of service
•	Data confidentiality including
payment card industry data: Costs
associated with a breach of payment
card data security standards
•	Data Privacy: Defend and settle third
party claims in relation to failing to
safeguard confidential data
•	Multi media liability: Infringement
of copyright or trademarks or
defamation of a third party via
electronic communications

Example Cyber claims:
Data Breach
A data breach is where sensitive,
protected or confidential data has
been viewed, stolen or used.
A charitable organisation’s web based
portal service notified them that
their customer information, including
financial records, had been shared
illegally.
This was worrying for the business
not only because of the potential
damage to their customers, but also
the blemishes it would leave on their
reputation.
Notification and management of
the situation is crucial to avoid a PR
disaster. The insurer’s cyber incident
managers were available 24/7
to contain and manage the incident.

IT specialists investigated the full extent
of the problem. PR and legal experts
provided advice on their regulatory
requirements, notifying the Information
Commissioner’s Office and how to
advise customers of what information
was taken, how to protect themselves
and what steps they would be taking to
protect them against any threat.

Experts advise not to pay a cyber
ransom as there’s no guarantee the
criminal will handover the decryption
key or that the malicious software
will be removed. The insurer’s cyber
incident managers appointed IT
forensic specialists to identify the cause,
contain the loss and get the firm back
to business as usual without the need to
pay the second ransom demand.

Total cost of the claim £135,000
Ransomware
Malicious software that blocks access
to a system until money is paid.
An air-conditioning company received
a ransom demand for £1,800 in
Bitcoins which they paid. Whilst the
company received the decryption key
it resulted in the criminals returning
three weeks later with a repeat attack
as they knew the business would pay.

Total cost of the claim £10,000
*Source: FSB Cyber Resilience report 2016

Personal Accident

What is it?
Protection against Accident & Health
related risks for the welfare of
insured persons.

Why would you consider
taking out the cover?
Accidents can not only impact on the
injured individual, but can also affect
the long term productivity, overheads,
profit and even the future of the
company if protection is not in place.

What does it cover?
• Personal Accident
• Business Travel
• Sickness
• Accidental Death
•	Loss of sight, speech, hearing and/
or limbs.
•	Permanent or Temporary
Disablement (arising from accident
or sickness)
• Travel insurance benefits

Example Personal Accident
claims:
•	Capital benefits, such as accidental
death, temporary or permanent
disabilities, including a scale of
disability benefits
•	Typical travel claims relate to
overseas medical expenses,
personal effects and money, as well
as cancellation, curtailment and
rearrangement expenses
•	A company purchased Occupational
Personal Accident cover for its
delivery drivers. When one of the
drivers was
involved in a serious road traffic
accident, the policy provided a
weekly benefit to the company
in order for them to secure a
temporary replacement driver
during the period of absence.

Key Person Cover

What is it?
Protection against Accident
& Health related risks for the
welfare of insured persons.
If a key person within your council
dies or suffers a serious illness it could
have a devastating financial effect. Key
Person cover is simply a life only or life
and critical illness policy written on an
individual that is vital to you.

How much cover would
you need?
Cover level requirements will vary
from one key person to another,
depending upon the impact of losing
that individual.

Why would you consider
taking the cover?

Also whether you require life insurance
only to cover the employee passing
away unexpectedly, or include a
critical illness cover which means the
business would receive a payment
if the individual is diagnosed with a
defined illness which would affect the
day to day running of their duties.

The proceeds can support loss of
profits, cover expensive recruitment
costs, or pay for any penalties of nondelivery on goods and services.

•	Consider the portion of profit
or knowledge the individual is
responsible for

We recommend assessing the risk
fully and identifying your key people,
consider:•	What is the person’s impact on the
profitability of the council?
•	What is the person’s job history and
qualifications?
• What is the person’s key skills?
•	Are there other key persons within
the council to consider?

•	Status of the individual within the
business
•	Recruitment costs to replace the
individual
•	How long would it take for the
business to recover from the loss
of this individual and the level of
financial support required during
this time period?

Critical Illness Cover
Critical Illness benefits are paid out on
the insurer’s defined list of illnesses,
often offering a primary level of cover
and then an additional list. This does
vary from one insurance provider to
another but does only cover the most
serious and disabling illnesses and
injuries.

To find out more, please contact
our team dedicated to Councils:

0330 013 0036
enquiries@bhibaffinities.co.uk
www.bhibcouncils.co.uk
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